University of California Shared Digital Content

Breach Procedures for CDL-Licensed Resources

These procedures are intended as guidance for handling reported breach incidents for ‘Tier 1’ CDL-licensed resources.  They may also be adapted as guidelines for dealing with ‘Tier 2’ and locally-licensed resources.

What is a breach?

A breach is a failure to perform an obligation under an agreement or contract.  The basic rule is that parties to contracts, in this case UC and the content vendor, must perform as specified in a contract unless they agree to a change in the contract’s terms or the deviating actions of one party are implicitly accepted by the non-action of the other party.  If there is no acceptance of the deviation of the terms, and it is serious enough to make any real difference in the intended result of the contract, then the deviating party is said to have breached the contract.  

Breaches may be caused either by UC or by a content vendor breaching their respective obligations. Examples of vendor breaches are failure to provide access to the materials in a timely manner following execution of a license; not meeting the 98% uptime performance standard; failure to provide adequate notice (usually 90 days) of changes to content or format of database; or an extended, unresolved break in service.  

Types of UC breach 

In our context, the two most common types of UC contract breach are access violations and downloading violations.  Though CDL agreements contain language that is specific to each vendor, contract restrictions and stipulations generally are consistent across vendors.  

Our contracts typically carry the following stipulations:

· Use is restricted to members of the University of California community, i.e., faculty, staff, and currently registered students.  These users may access the licensed content from terminals in the library, their campus office or department, or from a remote location through a proxy server.  In most cases other users who access materials from computer terminals located in the library are also authorized.  Access violations occur when persons not authorized to do so use the licensed materials.  This happens when library staff, faculty or students use their UC access to provide information to non-UC users.  It can also happen when a campus web programmer inadvertently opens up web access to non-UC users.  This may occur through the use of open proxies.  An open proxy is a server that acts as an open relay to provide surrogate (proxy) communication ability to other servers through ports not reserved for normal use.  It is imperative that campuses disable connections to open ports and establish an access-control-list (ACL) to only allow verified authorized users access to licensed materials. UC has made a contractual obligation that it will make reasonable efforts to restrict use to the UC community and to walk-in users, which means that campus library and IT staff should be make aware of this obligation.  

·     Access is allowed for non-commercial, educational use only.  Employees of              commercial research firms, for example, are not allowed to utilize our licensed content in the course of their work.

·     Users are prohibited from systematically downloading major portions of the Licensor’s data.  A downloading violation is any incident in which an inordinate number of records, as determined by the Licensor, are downloaded to a user’s computer in a relatively brief period of time. 

·     Users may not resell any information.

UC has a limited time (usually 30 days or less) to fully correct the breach without having its contract terminated.  This period of time is called the “cure period.” Since UC is trying to avoid losing access to licensed materials – either temporarily or permanently -- it is during this time that taking appropriate action and especially communicating about documenting what has been done, both by UC and the vendor, is critical.    

Why is it important to report a breach to the CDL immediately?

A breach of contract leaves the offending party open to termination of services and a possible claim for damages by the other party.  The non-breaching party is relieved of its obligations under the contract by the other party’s breach.  In most agreements UC has promised a definite procedure of discovery and investigation of any breach.  In most cases suspicion of a breach will be reported to UC by a vendor who detects unusual activity. Usually there is a time limit of 30 days or less for the campus, working with the CDL, to diagnose and correct this problem.  Finding the source of breach and coordinating with the various UC departments to correct the offending situation can be a time-consuming effort, so it is absolutely essential that all breaches are reported to the CDL immediately.

How to proceed for a vendor-reported incident

The CDL Senior Development Programmer is responsible for handling reports of breach for CDL contracts.  It is important that CDL be notified immediately so that the necessary steps can be taken to report, track, and solve the reported breach.  In most cases breaches are investigated directly with the library most closely associated with the breach and with the person(s) responsible for the workstation linked to the IP address identified as the source of the breach. This may involve working with campus IT departments.

If a vendor reports a breach by UC

1.   Any known or vendor-reported breach is reported locally to the campus license coordinator (or other person designated as primary contact and actor for such matters).

2.
The campus license coordinator will report the suspected contract breach to the CDL Senior Development Programmer at telephone (510) 987-0581, who will initiate the necessary legal and procedural activities.  Note:  If you don’t get an answer at this phone number, please call the CDL Helpline at (510) 987-0555.
3.
The CDL Senior Development Programmer, in conjunction with the campus license coordinator and the CDL licensing staff, will follow through on the report, and maintain contact with the Licensor to demonstrate good faith efforts to resolve the breach.

4.
The campus license coordinator will work with technical staff to locate the offending source, keeping the CDL Senior Development Programmer apprised of progress, and maintain documentation of all communications and actions taken in relation to the incident.

5.
After a source has been located, the campus license coordinator will notify the CDL Senior Development Programmer of campus plans to work with the user to correct the situation.

6.
In consultation with the CDL Senior Development Programmer and the CDL licensing staff, the campus license coordinator may use the opportunity to educate all department users of UC’s contract obligations, including permitted and prohibited uses of the licensed content.  The coordinator will send copies of all such communications to the CDL.    

7.
When the suspected breach has been resolved, the campus license coordinator will notify the CDL Senior Development Programmer, who will in turn notify the Licensor of the resolution and complete necessary documentation.

If a Resource Liaison or Bibliographer suspect a vendor breach of agreement 

Campus subject and resource specialists are uniquely qualified to assess and discover a vendor’s failure to comply with its obligations.  This might include promised substantive content that is lacking, performance problems, excessive downtime, or changes in format or display.

1.
Promptly contact the CDL Senior Development Programmer at (510) 987-0581 who, in conjunction with the CDL licensing staff at (510) 987-9262, will evaluate contract obligations and remedies.

2.
If a resource liaison or bibliographer has contact with the vendor regarding the suspected breach, the campus should provide to the CDL copies of all communications with the vendor regarding the problem, including names of the individuals contacted and the dates and times notified.

When reporting, the minimum information the CDL will need is:

1.  TYPE OF BREACH _______________________  (e.g. access, download, performance, etc.)


BY VENDOR __________
BY UC CAMPUS __________
OTHER _________

2.  Short Description of Breach and Designated Campus Library Contact

3.  DATE/TIME OF BREACH: __________________    NOTED BY: _____________________ 

4.  PLACE(S): ________________________________________________________



___  PUBLIC WORKSTATION
___  LIBRARY SECURE STATION



___  CAMPUS DEPT.


___  SECURED PROXY SERVER



___  OPEN PROXY SERVER

OTHER: _______________________

5.  NOTIFIED BY VENDOR?      

DATE/TIME  _______________


Vendor contact: ____________________________________________


Contact email: _____________________________________________


Contact telephone: _________________________________________

Shared Digital Content – Breach Procedures
                                                                        
v.2.1 Oct 2004

